at yourside

The network scanning feature does not work when pressing the scan key on the

Brother machine control panel.
(Windows® Operating Systems)

If your computer has an active firewall, it may be rejecting the network connection required for the
network scanning software to operate correctly. In this case, Brother recommends you adjust the
firewall settings for network scanning. Please click on your Windows® Operating System below and
follow the appropriate instructions to adjust the firewall settings on your computer:

Windows Vista®
Windows® XP SP2 and SP3
Windows® XP SP1

For all Windows users with personal firewall software (for example, Blackice™, Norton
Internet Security™, Tiny Personal Firewall, Zone Alarm®, Sygate and McAfee®): Please refer to
your firewall software’s user’s guide or contact the software manufacturer for assistance with
configuring the firewall settings.

How to adjust Firewall Settings for
Windows Vista®

a. Click the Start button

b. Click Control Panel

c. Click Network and Internet
d. Click Windows Firewall

e. Click Change Settings

When the User Account Control screen appears, do one of the following:
- If you have administrator rights, click Continue.

- If you do not have administrator rights, enter the administrator password and click OK.

f. Click the General tab
g. Verify that On (recommended) is selected



Windowe: Frewal i hedping to protect your computer

‘Windows Firewal can belp prevent hadkers or maldous software from gaining
access to your computer through the Internet or a network,

:g @ On (recommended)

This setting blodks all outside sources from connecting to this
computer, except for those unblodied on the Exceptons tab,

["] Bleck all ncoming connections
Select this option when you connect to less secure netwaorks. Al

exceptions will be ignored and you will nat be notified when
Windows Firewall blocks programs.

0 ) Off (not recommended)

Avoid using this setting. Turning off Windows Frrewal wil make this
computer more vunerable ts hadoers or malicious software.
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h. Click OK
i. Click the Exceptions tab
j- Click the Add port... button



@ Windows Firewall Settings

e
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Livhiat are the ricks FLinblocting 3 progran]

Toenable 3n extepaom, Select its cueds box:

Exzepbions contrel how pregrams commurieats through Windawe Frewall. Add 3
program or port exceston to allow communicatons trough the firewall

Windews Frenal & currently using seltings for the private netrrors location.

Program or port

CIErs Peercaching

[Ccennec: ta a Menwerk Projecter
[ Cere Metwerking

[ClDistributed Tramsacson Coordnatsr
CIFile ard Printar Sharing

Cliscst service

CIMeda Cnter Extenders

[ tetwerk Discovery

Clrevoie Adninistraton

[ Beviole Assstarce

[FlRemnote Ceskiop

ClRemnate Evert Log Menagemsnt
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| Acdprogram... ||| Addpert.. |]| Propertes |
[ | ooty me when windows Firswall biocks a new oroam
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Apply

k. To add port 54925 for network scanning, enter the following information:

1.
2.
3.

. Click OK

Any description. For example, “Brother scanner.”
54925
Select UDP




Add a Port

Use these settings to open a port through Windows Firewall. To find the
port number and protocol, consult the dooumentation for the program or
service you want o use.

Name: @ |

Eurtr‘u.n‘ber:@

Protocol:

Q
E ﬁ

@ |
What are the risks of opening a port?
[{_:hingn SCOPE. .. ] 0K

©

| Cancel

m. If you still have trouble with your network connection—such as network scanning or printing—
select the File and Printer Sharing box under the Exceptions tab

n. Click OK

B Windows Firewall Settings ' =]
Exceptions | Advanced

Exceptions control how programs commurscate through Windows Firewall, Add a
program or port exception to alow communications thraugh the firewall,

re

Windows Frewall i currently using settings for the domain network locabon,

T enable an exception, salect its chedk box:

Program or port Group Policy =

[B1TS Peercaching Mo A

[Olconnect to & Netwark Prajectsr Ha r

EA Core Networking No I

i

| File and Printer Sharing Mo ]
Serice Fo

O key Management Service Mo

[ Metwark Descovery Ho

B Netwarking - Address Mack Reguest (... Yes

W Metwarking - Echo Reguest (TCMPv4 fes

B Networking - Echo Request (ICH Yes

b Netwarking - Redirect (TCMPv4-In) Yes .

Lo [ T S R R O L a T g T

[ Add program... | | Add port... ] [ Properties ] Pelate

[¥] Hotify me when Windows Firewal blocks a new program

Retry the network scanning feature using the scan key on your Brother machine’s control panel.



Your issue should now be resolved. If you continue to experience difficulties, there may be
another cause. Check the "FAQs & Troubleshooting" section of Brother’s Online Solution Center
for other possible solutions.

Adjust Firewall Settings for
Windows® XP SP2 and SP3

a. Open the Control Panel

- In Classic View, click Start, Settings, Control Panel
- In Category View, click Start, Control Panel

Double-click Windows Firewall

Click the General tab

Verify that On (recommended) is selected
Click OK

coomT



% Windows Firewall

“windows Fireswall helps peolect your computer by preventng unauthotized upers
from gairing access o pour compuier thiough the Infeinet or a network.

Tz cetling blocks all sutside sources Mom connecting Lo thiz
compuber, with the exceplion of those selected on the Exceptions tab

[T Don't allow exceptions

Select this when you connect bo public retworks in less secune
locations, such a3 aeposts. You wall not be notified when Windows
Firewall blocks programs. Selections on the Excaplions tab will be

grcaed.
@ ) Off [not recommended)

Awoed using thiz seling. Tuming off Windows Finewall may make thiz
compiter mane vulnerable o viuges and mbuders.

[ o l[t—mlj

f.  Click the Advanced tab
g. Check the network type that your Brother machine is connected to if there is a list of choices
h. Click the Settings... button
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% Windows Firewall

Metwork Connection Settings

Windows Firewal iz enabled for the connections selected bedow. To add
excepbions for an indnidual connachon, select it, and then chck Settings

[ Local e Connection | Settrs__|

Secarity Logging
o can cieate a log e for roubleshooling puposes, r—

ICMP

‘with Intesnet Control Message Probocol (ICKMP), the Settings
computers on a network can share emor and stabus
irdoimation.

Dred sdk Setlings

To restoce sl wWindows Fievall seflings 1o & default sate,
chok Flestore Defaults. Bestore Defaults

C o ) [ comen )

Click the Add button

Advanced Scttings

Services | Secuity Logging | ICMP |

Select the services running on your rebaork that Inkesnet usars can
A0Cess,

Senvices

O Intemet Mai Access Protocol Version 3 [IMAPZ]
[ Intereat Mal Access: Probocol Version 4 (IM4P4)
T Intemrst Mal Server [SMTP)

[J Past-Dflice Protocal Version 2 [POP3)

[ Remate Deskiop

O Secun'web Seiver [HTTPS)

O Telret Seoves

[ wieb Server HTTF)

Enter the information as designated below:



k.

1. Any description. For example, “Brother scanner.”
2. localhost
3. 54925
4. 54925
5. Select UDP
Service Settings
Dezcription of zervice;
MHame or IP address [for example 192.168.0.12] of the
computer hosting this service on vaur network:
External Part number for thiz zervice: o
3] | @IcP OuoP
Irternal Paort number for this service:
| (] ] Cancel
Click OK

Click the Settings... button again

m. Click the Add button

n.

Enter the information as designated below:

1. Any description. For example, “Brother scanner.”
2. localhost

3. 137

4. 137

5.

Select UDP




Service Settings

Dezcrption of zervice:

Hame or IP addrezs [for example 192.168.0.12] of the
computer hosting this service o paur network:

External Port number for this service: o
| @IcF OupP

Internal Port number far thiz service:

| ] ] Cancel

0. Click OK
Retry the network scanning feature using the scan key on your Brother machine’s control panel.
Your issue should now be resolved. If you continue to experience difficulties, there may be

another cause. Check the "FAQs & Troubleshooting” section of Brother’s Online Solution Center
for other possible solutions.

Adjust Firewall Settings for
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Windows® XP SP1

Open My Computer

Under “Other Places” on the left, right-click My Network Places

Click Properties

Right-click Local Area Connection

Click Properties

Click the Advanced tab

Verify that the box next to “Protect my computer...”
checked

Click Settings.

under “Internet Connection Firewall” is

@3

- Local Area Connection Properties

Advanced

| General | Authenticati

Internet Conrection Fiewall

. 7] Frotect my -cumpdea “and network by Emiting or pleventnu

Leam more about Intemet Conneclion Firewal.

Cootige )

[ ok

J [ Cancel ]

Click Add



Advanced Settings E"El
Samices | Secunly Logging | ICMP

Selact the zervices running on your nebaork that Inbernet users can
ACCELE,
Services
B FTP Sesver
[ Interet Mal Access Protocol Version 3 [IMAFE)
[ Intemet Mal Access Protocol Varsion 4 (IM4P4)
O Intemet Mail Server [SMTF)
[J Past-Dflice Protocal Versicn 2 [POP3)
[ Remote Deskiop
O Secue'Web Serves [HTTPS)
[J Telnet Sesves
[ wieb Server HTTF)

j- Enter the information as designated below:

1. Any description. For example, “Brother scanner.”
2. localhost
3. 54925
4. 54925
5. Select UDP
Service Settings
Dezcription of service;
MHame or IP address [for example 192.168.0.12] of the
computer hosting this service on your network:
Extermal Port number for this service: o
| @IP OUDP
Internal Port number far this service:
Ok H Cancel
k. Click OK

I.  Click the Settings... button again



m. Click the Add button
n. Enter the information as designated below:

1. Any description. For example, “Brother scanner.”
2. localhost
3. 137
4. 137
5. Select UDP
Service Settings
Dezcription of zervice;
MHame or IP address [for example 192.168.0.12] of the
computer hosting this service on vaur network:
External Part number for thiz zervice: o
3] | @IcP OuoP
Irternal Paort number for this service:
| (] ] Cancel
0. Click OK

Retry the network scanning feature using the scan key on your Brother machine’s control panel.

Your issue should now be resolved. If you continue to experience difficulties, there may be
another cause. Check the "FAQs & Troubleshooting” section of Brother’s Online Solution Center
for other possible solutions.




